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Colonel Shsota, Gentlcaons First X want to assure you of ssr appro* 

elation of the opportunity to ccoO hero to talk to you on iqy oubjecto Hi 

inviting os to B&ssk oa the subject of Cocraunicaticcio Intelligence* it 

ras indicated that "the objective of the presentation is to create an 

EorarcnsEs of the background* devsloproRlj and oenner of erplqycrat of 

this vital r&Iitar? mapor**” Ckxriwnicationa Intelligence vaa not 

regarded as vltale 7. en resincteri hero of a story that I read rose ysaro 

f O^. u^Ui-Jtsr ur£~*4~ 

ago ir» an old book-, «asH&c' story cay bo apoosypfoal*. but I give far 

A 

tf.iafc it £3 vzorttu.^ It ce&as tlznt about tsro thousand years ago there Has 
a psrjiea queen whoso neese was iasdrsais and nho took en interest In 





. Stay, weary traveller! 

* ■ If thou art footsore, hungry, or In need of noney- 
Unlock the riddle of the cipher graven belov- 
— you will be led to riches beyond all dreams of avarice! 






0, thou vile and insatiable monster! To disturb these poor bones 
iV-ViV Vv*. ^If thou had 'st learned something more useful than the art of 
deciphering, 

• • • Thou' would 'st not be footsore, hungry, or in need of mouoy! , 
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r«uum ucyviju iux arctnef w aranAnt- ium.i ww » u m 

raf-w ^ £C~- ^ i i. *. . 

c^'pitogra^ For several hundred years th3 pwaihilivy of a'^USan nedth 

j rv 

served os a lure to all the experts \t\o tried ihoir bands at deciphering 
the ac33&ga> feat fctey Here rdthout success* until one 
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cffcar wording 

w» 

^aa&aaga* It gave 

bla djitallod iaststr+iora £ta ’tsBfcfcgpik secret ents^ into tho taab* 

- • A 

Then h© got iseide ha found an instruction to open tha sarcophages* but 

h® had >to solve another neasa-j© in order 1 to do so* Possibly it involved 

finding the correct coobinatioai to a ^-tmblca* look l *olI fl ho solved 

*$*c *£.*1 *v +s i l^wlLlL. -Ra. 

thot one too, after a lot of rrork* and opens? the sorcoanafns .and found 

A A 

a boo:. In- too box was a assuage in plain language, and tMa is -fii&t it 
vw-AR--*^ 

eaidjii ”Ch, thou Vila and insatiable soastcr, to disturb those poor 

i - ' 

bones t If thou hsdst learned eaaothing zero useful than the art of 



deciphering j thou woulcbt not be footsore* hungiy, or in need of aat'apV* 

Vfcany tiucs in the course of the past years S-tawe had occasion to 

1 V/utS* ■fcss'vj, 

wish that I hs&i the old gal’s address so -but 7 could put oa a first 

ladoroeaont to the- basic coraunicaticn, tho single ward "Concur.” iToll, 

023% c<r* it*s been an interesting life* • 

-l/> ‘ ^ ir — *~. — - >&*W a~jL aQo^^c^Lj 
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Dee&abea* 

MltQm citizens dicccvcred last uncle tiiat perhaps their 

zsoat potent oecrat weapon of ’Sorld War IZ reis not radar, not 

tho 77 fuse* not the efceta be tub, but a fcasnless little saenine 

vhlch t^ptcgraphozB pairs cccotruotcd in a hidden 
ven£' 

rooa in Washington. Sith tills nashino, tuilt after years of 

A 

trial ana errer, of inference end deduction* Q^togBapnoR) 
have dmlicatcd tho decoding ctovica® used in Tc&yo* TostiasoJV 

i 

boi'ero the Pearl SJarbcr Coszaitteo Jiad already shown that tho 
:rtei:i,ua inssn « KZt&z 1 Tfcs in v;-o long before rtsoKbsr ?, 2£2d, 
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had fjlvcn angtia naming of the Jcos» onsak attaefc if only U«S* 
brass fcata bad been smart emoJigi to realise it* Gcrwsnl !ia isfiaH ^ 

«osr oorAiwssd tho stosy of/*:iBglo;»e*» tas^Lc^’^T -&*JL \ F 

\ M^ !fc 
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,..- tv . ohj<_ v~*--v. rfoitxJLi . - 

ibid then At goao on to as^sfcfifc that story, «ae5--=S^Ppo^31 -hs ve^^iiss-fco. v_ £=* »— 




Wi- £&*aASL • ’ " ■ ja - i »> i. ' ■ 

return to AV-flr UstWw bit late? '**. 1 

t\ 






I liardly need to stress tha nacoasity far cocrecy in this business* 

■ i 

\ 

Hopo for futura jouocosa depends to a very great dogreo on mintaining 
secrecy vzith re^^ect to past aciiiovxsDato* Chongs® cs a result of suspected 
. oraprasdse of crypto{p.'a ! &ia ayotcca are easy to aake csu . 1 vcey hard to follow* 
Iho effects of leakage or coq^rcc&sa ora not local • they ere widespread, 
beasuas of tho wldooprcad use and distribubion of peyUm&ar cryptographic 
systems# During Sforld War IX, Z n&git say, tiio continuance of our success 
hung by a vary slender thread* X e» rescinded at this point of an instance 
of this sorb which happonod just a short tiao before i<#&, and to avoid 
astfidne tiao&z I will sinply cqy that them was a chap in a certain capital 
of the world vha sent a. nossoge to his iioos Gorcrnasnt in ufiisfc ho said 
that he was getting a bit worried cwo tri their coununicaticsio * In substance, 
be Bcidt “You knoa, theco n any tclegrt^iiio aaiioncoa that ue are having, 
dealing ulth this as tter in hand, have put a great strain cm our cipher 
system fceesuso tncy have oado it nacessa: ry to bo vciy voluminous in cur 
ocrrcqpcu-saeinco, go tliat 2 ca afraid parfictpo G«as third party oi^it bo 
rcedirg enc* ccu:ftaicatlor:3' 1 tiiink wo oivpvb to do earthing about fevia 
right csscy» n '-ell, to rood that, and to tosq vary srcch upset fear fear lost 
they would talas tiso hint end that sccssttiing repaid heppisu go to tgomj on 
teitarhooks and pins and noodles for few or thsoo deyo until we get tbs 
ra n3y fVc:a hood'ia'rtorc* Yea cm IrngLce hsr.? egOf» u.' * li cualt-.iv» vy Vj- rj 

J 
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until the laessago rau prccesssd to tho point of 5b 

pcrqniirsGQ tho reply* it e&Zd 9 °V5ol2, you southern eseferecriiy of a 

horso*a eaatccy* don’t you rcaliaa that Tfcnt you es& oayicg is tsay oat 

of lino? Don’t you bicy that our syetea and tJw aaciiiisa has oo ocny 

paKutaticcs and oaobinctiana iVo iijaonceivcblo that arybOcfcr shcwid Ijs 

able to read these cassmicatioiia without having tiu> aschino and the 

k ay? Kost* don’t you v/ony cry aorc about it* You ’tend to your aaa 

business* and eo*H ’tend to cars*" tfo ware vusy he^py then x& scad 
■ 

that one* Sio thread Tins indeed a vary thin coo that tftap becnatso it 
was possible to do quite a maker of things to H sow up* the sygtea* cry 
one of tihich world have occupied us for souths to got back into a stats 
of readability* 



Z hardly need to give you a definition of cososncations inbelligencoji 

i — 

or CCSlBiY* as so eoH it for short* lb &mbb SJsjor %wn&mi\ has already 

dealt with it* ao I will slr»3y cite its three min objective)* f Firsb^ 

to provide authentic information fer policy oa&jrs* to apprise then of 

the realities of the internatloriol situation* of the war naming cqprifd3i.t5.eo 

cud vulrsrabilitiea of forrdgu (xmntrioD* end of the intentions of tiices 

countries with reopoct to war* EJccood^to olirdsata tho cdoassat of 

surprise from an act of cCwTsssicn by another oouatsy* Sfcird^ to provide 

unique information ooeential to ti«s successful precaution* end vitel 

to e tfiortoning of* tho period of hostilities* ------- - - f - - 



JfcWj, ifco backs? Jisxl of ^Mca is based upon tho science of 

c^qTtcnelyois* Sujs 



bound up with tho Iiistory 
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of the eacse oc4n P Sop progress in one inevitably leads to progress in 

vU£ dWi. 

the other* Hence* v# die ay toUs 

aatgyate-^aa^gjygjrg^ 

" £*tu CoHse-c.. 

with cEffitOfagasegusa a ^saa&v ri i ^^ Hen, because 

of the oecracy or cloak of silenco which officially surrounds ths 
whole field of cryptology and eH.oecielly csyptanalytice* it is obvious 
that authentic. inTormtion vdth reforcnco to the biokground and darrolo^^ ® jp^ 
cent of tho science in fcrdipi countries is quite coarse) and althou£fr "3 J s 

- - : • V 
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after iTorld Tfar IX wo learned such regarding tho aocasplichaopts in *3 :L ^ <$ 

' ■ 

this fiold of trails by our enc tales, security rules prevent jqy saying % 

w, A«JhJuX Svlpct. U* A-" ^ f»\flEC: ^o-xML-y % <& 

Xtxsy cadi .about how guod or bed tW war© In cci.rasra.aan with us. A ;! can' ~ ' 

CA-flrteH4o-^wax ^ \P* 

only give a fairly good account of U*S*/RC*: 2 ?^ activities ip to a certain 

*\ ' 1 1 - 

*“ ■■ * 

point of tirao, and ovon then X will not bo able to Bzy ve.y a^v about W***— 
&««*.-***.. Arf«*. ot^M VQ ^"*0 ro ^hS> Mu CK. f <w.aaW*w «. -Ac-r^o */ 

■aha u«S* Kavy *3 CCHIHT activiiioc# becaiiso I don’t know very crcclt about « ' 

that background end prefer not to give cry inforzMtioR tfcich I csn*t 

docusant* In cry case* I eight ay at thifl point that on? relations with 

i tho «asy in to early days were ouch an to preclude ay knowing very ouch 



—I xT" 



^ abL-ut what they «sra do&ag* and vies versa*] In tho course of tsy talk Z 

I^iWuX ft, ^ 

will Kzvvr. iU^tratioua of . c^yptdnalysis, 



eryptaiuiysis, co;ao of which Sara part of sy 



i- 



*> A 

can escaarlonco* llodcsV would dictate tlveir cmsaion 5 but because of 

their possible interest X will use then and will hero end now eoIco a 

general apology for the use of tho personal pronoun* 

How esajr wo Jiava tho first slide, plocoe. Cr/ptogr apfcy I3id crypt- 

naalyoia go bad: to the dam of tho invention a£ writing, and hers I 

aiiorr an instance of cipher in tia niblo* In JeaKssish 2$i2 6 oceura the 



s*7«rsT , -Vrf'liSsiJ'-. -.. 
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caps\33Sic& “And too IrLng off Sherfialdi atoll drta!: after tooa* n Also In 

Jar «dto £l*&L; “Hew la SasstaJdi taken F Vtoll, for say, nary yeasts 

that runa B 3h£dvUSi M regained a CE'Btaay* *hcsr© isaa no oueis ploco*. 

Sot then socwtojfcr diocaveral that Iff yon fs&ta too tnen^ytoo lattoro 

• * 

. of the Hebreti a’lphctot In too resa, clevsa and eleven, liko tois, yon 
eat up a cutotltutlen alphabet u&ersl;/ you can rcpleoo too letter's tgr 
tfooso stanrHsg opposite toco. For ossnla* "Shin,” is snpi , occRtod l$r 
** 33 tii ,r or vico veron, so toot n aioafi£!^i ? n translates n J£jbeflL>.” or 

i 

. “Session* •* 3ho Wrols bad to to sigr&iods Ifocidontally, raantioniji^ 
too Bible, ona E&ahfc sey that SaddL, who xsas the first poychoanalyot, 

- ' VC 3 clso t'io first cayptnadyct* 1 a ay p$/toQarcs2yet, tcccussa you 
ramabes? hew ho intorpratsd Itebutfiadcosstor *s dxcaas» in the Bible’s 

cssi tTartfe, ^J&budusdszsaaaar deoaswd dswaao, T&esra&th his spirit sae 

* 

troubled, end also? festo ftws hi#* B But whom ho nbto vp ho Just 

i 

couldn't casb to SKneGtoes? then* Csks nerning to called for bis rngiciano, 

QEtrologiGto, end dvilctoaa norsays and aatod tosa to intce^^rot. too c&oca 

ho*d tod during too night* 2toy asked Idas B ;'3mt xsxs too drocci? 11 and ho 

said, “trail, I don’t svec dher it, but it’ a part of your job to find that 

out and then to interpret it*” 5hst nas a pretty stiff ascigmentj ccal 

they failed to aato good, tihich ir:wd EX^ciiadneascc* no casi* .‘Sings brd 

a Easty !«jbdt of chopping your head off in tocos days if you failed; oo 

in this case it cocos as no ctacr zjdso to learn ttot toto<fu!dnacscr pascal - 

tto iserd dens to dtotaxy el l too wise men of Balmier;, including Dcr-iaU 

Sfoll* tfnea tto ntoc*o fjoard css© to get nondol, Esnlol astod that to to 

cus 

, gxva; a bit of •bsssr ISwsi, ty sous hocacs-poasa - tlio record eiv) 2y svyc 
t'wt ton oocsret ves revealed to Dunlul in a night vision - Dmicl t/aa oblo 
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to rocoiioltowt the droea end then Interpret it* Boss a years late&v 
^oiucajadnGssafl? 1 ^ sen, Sal^sas®** tsaa a^ving q feast, and during tixj 
. cott?oo of the f-jaat tbs Sincere of a Eon^s brand eppsared on tbo wall 
behind the candteatiLcfc and wots a cecrat ixx&ogp} &>lsba3sar was 
‘ very isach upset era called for Itia cpotfcoayeru, chrldsan caivosmSf 
■ u&gLalana end so on, but they couldn't read the rsajeago <• flRiarsri&ly 

s 

they couldn't even road the cipher charcotenj l Daniel too called 

. in and succaacioa not only in readies tlu> writing on tho rails n i*eng, 
raarca, tafcolj tpEsfisitin, 11 but also tbs ryseninc of tto trertto* H!$ 
Intsrprot&tLoa war hubdgP — Gad hath rodbarod tiiy htngdon end finished 
itr ^Tobol" •* Shot: art racked in tho balaracoa and found usstijnc* 
“i^iansin^P or rattier “Parao,® (apparently the chap t&o did the heai- 
&«Ltds£ cn t!© ssll knew a thins or two about csyptocp^sphy, becauoo 

. i 

be used K variants F) -*■ Sy fctncdoa siiall ba divided end given to the 
lisdsa end Persians*” 

She .next la an illustration of tho earliest closer device hlstosy 
roccrds# a device which wee called a ccytelo , used ly the ancient 
lacct’A’Joniano or GreoteJ* Eicy teal a wooden cylinder of specific 
dlvsaions# around which they wrapped ipiriOLly a piece of parchnent-^ 
they then wrote the iscssa^p across the od^os of the pai’cin.-}oats vtxxrcsxl 
it, and sent it to its ctestdna tlon, whoso the recipient weal 1 Bind to 
parc&xnt around an idantically-^^onsies^cU cylinder, cad thus being 
tcrothsr properly the bites of letters rcprcaafAi"! tfco nceaage* *hio 
dbagxaj lacddantally, is not correct, ’iho writing w» dune alesis tbs 
edges of the nergusssb, es 1 said before, end not cochosn i « this 
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I 

picture* And, by ton sKy, to® baton tJAicb too Eusxjpc&n field amtodL 
still carries ss C£ >3 of the tosi&xto of his hii*i of fios derives £fcb 
this veyy iastsssacot* 

Caesar, of comsa, ia troll taiovsa to htotosy to hews used crypto-* 

.STi^hy “ a vary otop&e aetood,, obviously, because all ho did Has to 

replace each lotto? by the cats that Has fousto fron it in the alphabet* 

Gicoro caa one of tho torontos? s of nhat is no? colled ohoitfhisad,, Ha 

had a olavo by tho nnao of Tiro tho tfroto for Cicero fato records end so 

032, to Ghcorihcxid or Tlssswieaa notes, an they arc called* A " 

. e^»,^U&vju\- Ct Uw i-e. «£*- <*.«*«» A h-v 

» - The begtoatogs cf aodern aro-to-her f cnxV iirVoaicd^ y 

,£*■*&< It* Ctv~Kuu» , !;&=- 'Js^aujjl, ’««■ jAW}* 

• in. too Paoal abates* e3xn*b'22jQO* I shorr isart an alphabet of that period el-.fv.-A- 

\ ■ CAHam 

’ahicu in totarosting aeroly because it ohorjs that to those early days 

1 they already had a recognition of the basic troaknass of H'.at vse call 
* 

atoglo oaf racacalphobotic substitution* Solution of tills typo of cipher, 
os you all knee;, is accocpltolsjd by using data based upon frequencies* 

I don»t hove to go tote that bocausa all cf you, at eaao tine or Otoor, 
have read ^Tho Gold 3 vjj, u and under stand that sort cf eaclysto* 1 But 
this slide shears tiist toe early Italian «yptoEtfaphSft» totseduood C 
noteod of disturbing tea ncrna! frequeiaiee, by having the hi^-lbrouarscy 
lotteyn rG' 2 rao«jsted by oaro tiion a stogie aVi'actcr, S s&ll aid thert 
too earliest tract thiSt tie >wrld nensas soo on tua subject of cEypte.yispIy, 
or fee that gnttor, c^pteaalyiris, to toot ntiich ras rSrittea to 2k7h by 
a iksneiitan, '.h<m i*iws uas flicco stooROito* *«o sols forth too principles ana 
of solving ciphers. — siayle citosrs no doubt, tart hs describes to&s^to 
c very clear and coociao fora* too first book or oertanoive treatise on 
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cs^ptosr^^- la that by a Gasfssan abbot raced l^theEdao, xho VEOto his 
ncFwasnfcal vap>: in 3531* Uo planned to «ritc four vcS. vasa# but bo quit 
with tho third cm boesaoG toj^^posoS^rroto co obscurely end node such 
. Senfeootie cleans that ho gob chcrgad v&t'i bc&ns in Isagus nith th© 




history* !3iio slides aic«3 a eiphar OSjifflbob end qjrotot? uaed by JSasy* 
^ tj* . Ottoen o£ scobs, in tho period 3$#, or thcroobcubo# Shore was an 



Vi hu 



. Italian coypbogrs^uar whoso caao ran Porta and v&o wrote a bode, 
published in 3£63, in «iiaii he chawed certain types of alphabets that 



have cccn dorm in history an! era issxsi nett La Porta* a Alphabet s* Haro 1 a 
an oxsaplo of tho Pasta 2tfoIo, sharrlns ono alphabet with bqy lotted 
A or B, cnotiior airiiabst tilth bey lotion) C ttf D, end so on* 1 don*t 
want to go into ssantly hoa tiioao teay letters ere uood, bub it is 
sufficient to say that even to this ctsy* oyptegraas using tho Porta 

1 

alphabets are occasionally enccratcrod* IixAdontally, Porta ras raxlto 
a follow*. Shera aro lota of pscplo uho veftx? to his IxmJs but have never 
read it* I took the trouble to have it translatoci to see (just chat ho 
did say, and ho nzo 9 in sy opinion, tho jjrca&asb of tho eld cryptographers* 
XosidantaUy, also bo ess tho inventor of that uo knew css ths ceaara 
ob3gara s the progenitor of cur rsaiom cameras* I £&& also ho rao cno ■ 
of the earliest of cayp tanedysts cblo to solve a eTstoci of keyod substi- 
tution, that is, Tdisro tho key is changing oorsistcntly ea the cssuog) 
undergoas eaaiphGinenfc# Parte^a tuble was actually uced in official 
corrospondocca* Here is a picture of a table that m found cuens ih© 
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4?* I state pair's of Queen KLis&beth’s fciae* uood for ccmj&catics with the 

SnsUsh /tfcass&Iop ta Spain* It used Posrte’G alphabets » 

' r ibe nasfc slide X &hc*v ie a p2ctiffe of what <^ptc$p«]ph^ ugualiy 
o % % 

call thd ViQtsxsya &juk?3 02 * Viosnoro Table; e not of tsroKtep-aiK 

. ^ 

■ r 

■\ alphabets sucorasimly displaced o no letter per raw, with the plui^iext 

\ s -b 

> loiters at tho -top cf the oquera and teig ksy-lottorc at the side* The 

■ raethod of using- the table ie to scree upon a key irons* which cranes the 

% 

■ ; ; equivalents of the p*Lsii>ta«fc leticro to change according to the Meaner 
• * 

' in vtfilch the by changes* Ht#, VIscmcpo also has an interest to m 

■» ' 

■ ■', because olthouEfr he is cosmiSy credits! with having invented that oquere, 

X * • 

j iso really didn’t end, what’s rsoro, never said ho did* Hsro’o a picture 

1 

. 

$ . I of it os it eppearo in his ccn hook* It goos corxcidsrtti&jr beyond that t 

' 1 

‘ - , the ordinary rofhronssB ony about his table, but Z won’t go into those 
differences te&s&osQ they**© iochnlccQ. end peeing of ns erect interest 
to you today* 

She nocct C3vptccra^ar I wish to acnti.cn is a frenchman, Kraacoio 
• Viola, an essslncnt rxithcaatieian, founder o 2 aocbru alco'ara* In 1 5®9 he 
bocano Councilor of Parlicaeni at ttouhi and then Privy CcraissxLor* Yihilo 
in that Job he no?.vsd a rrpanisr. aiphor systea ua ing core than ?00 
characters, so that &L1 tfca Spxj&oh dispatches fallinr; into French. nands 



A' (A ^ 



vara easily rood. . Pnlilip IT cf Spain was 00 eH&ioeod of the safety of 
his cipher that \tyon ho found Sic French wore asriure of the contents of his 



loiters to the i^othcrlcnils, ha corolaiissd to the ?opo that the Iftraach were 

vClAf^ ytS-vV 4 «)t. r-j V-^ Gjr^ACj' w-.-s. 

using acgocay againct hisi* K Viola was csUod on the expoi end esada to vtJS j&-* • 

AM«* 1 
0 ' 



rr*l 
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jXvJOfcsT Jto-’vt v 

> CKylain* ’ Here is s»£wr esuaplo of .'mother old official cipher* Hero sro 

A 
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too aljtobotss end ft aiding csrd* nhich cadd to tofcffcod sp end doaa, 

'ass used for changing tJie 1 qjr* cr aa a oaana c£ changing too ley# Hero 
is» another* called too “tco'^sq-dare cipher, u css* n te*><&phabat ci^aox**; 
it involves ctxxrdiaatoos tiers is ono cccpleto alphabet asd h spa is 

* * ^ #* J 4 jA '-■ *• 

cnctlsccf anas ths coort'Jjirsiaa m.’o used to rc^rosont too letter?* Siat 

was actually vood flit Ckas&oo 2*o ti^o* l£27 5 in ocarantoating v&th 

■ ■ * 

F sskwq asd riandera* 

X qaofc to jixap nest to too period of too Aaerioan tovolution, in 
U«S» history* Tho aysteaa used by too Ansricons and ly too issitoali 
toto alscot identical! Xn one caoo, in fact* they used too sas» cado 

. X ^fB-VkoW" /tt" ^V* jlCjtAAf tV «4 . - a. 

book t\ 'S^a’rtr^cor^^repes^cco ' to] an &»r±can cho ercas to hero boon! too 

frjSAj ~ 

Eeroltstion^a dKS£3 for- ho tjc 3 too editor er^port to Ccagroso, end At ia 

; - A >k 

clsisecL^sat to oanasod to dselpfcor nearly all, oi? not oil, of too 

. 1 * {?* <ic v ~-*— t • i 



& 



M 

1 




{ - : ^ 



Jefferson* .Silo fly21ab®y is c&nstoratod on too eo«cal3x>d too-parb ^^jVV3? 

u*d^ * ^v 1 ’' 



principle* Shis io a portion of too decoding aootion* To u TdH noto 

©vCt' frT ''hi 

ttot too eixiirical srcK£>a « ro in corwcootivo order but tosSr noonings ^*•1 "h^s*. 

'ffvJta Vtf-f-ti •**». . 

ara at sranden* Z&y tew® no alphabetical order at all. It fliq?3y :ioare A ■'«.*, 

that you fcavo to have another ooetic n, the encoding coction, is^ijich ^*V': ,W,V “ 

Sf 

tiio 7xv&3 <co in elp»ys’ootica3. order, and their equivalcsrtg ere in sxsaden ^ v '-'» 

crOear* ^tdo ccrt of eyarbees oven icdqy do in cztcasivo iioo* 'Jcsfiferaoa 

i 

r jsa an eai-ccomd geniue^ and I s&eCUL.bcrro occactoir/j to asy cbcsA bin end o 

■*"*■ £ O-wl-'.' J. ^fc. -v> V.— _ J W^J ,"p 



cyptogranby a littlo bit later* cm, I licoo^^fera } s cn Snta?r«inj cliJo i 
&vxf±nQ a plctrt'o .of a letter oliich^ laKffa go “too lix^dict /j?no2d 1— J 






■ - r "' 5 * ' — * - • IwUXfi 
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. ] Xndwi jfcerabXe TBaaaOBtite Cos Letter* 0 It haa new boon decipher. 
3C; It roads* «2 have boutfsi a poa axi cn3f frea Gem* John Joseph DuUlo>° 

<r / 

- j and ao ibs rth* 2b© reason that it hasn't boon cool -hoped is that there 

' V 

| , isn't enough of it to £om tho basis for a solution* 

fW^’T I ca going to say a ftesr curds about Egyptian hioroglypkica fos? tho 
roooon that I tciinfc that that represents tho usstt end a great landmark 



v> 

J* 

>1^ 

J£ 



r>" V.*® <* «b Vtk*-*Tfc ULi^iW WMV UiU UtMtt C» 

*0 r - * J* ! 

ejS" v . - *1 

a P ,v in tho history of Glyptography# About 1S21 a STcxwJrion* Crspollozi* -J 

! Uj#^ *s «J 

v 'V ’ starSIcd the raerM ty boginalng to publish translsfeicns of EgrptiQiS . 

'* , ]|ooi5 &. <xa*A.'?j»&S‘& * ^►Hedk* o’iwd 

hi«posic?T^c!a* ia a tho ttooetta StoneQ It la s c te^» 1 

': » - j lingual inscriptions Egyptian hieroglyphics* followed by Egyptian script 

called "Denotic^ G- v sd than Greek. All three texts cesto cssuasd to say the 
siekj thing* of course* It ras by nonna of tills tri-lingucl iuocription 
that tho Egyptian hioroglyjiiic writing raa finally &olvod* & feat «iiich 
rappesontod the successful solution to a ^y^ralyt^probleo/ ih® osjor 
part of *£iioh cos linguistic in characters fox* the cayptonalytie part cas 
relatively olisslo# 1st the Jiiepcjlyphicn there arc things that no call 
cartouches* that is* characters enclosed in a rectsn&Le soriad tgr a 

a * 

graven lino# Kara ore oorm Gxa.plcs# This one was on an obelisk* and 
tsas suapootod of representing the dsbo Clfiopr.tgn# 2 sv^iposa the sKsaaon 
fas* tJiat ass’xptioii vsio tho ropitition Hoiks of two characters at a preoer 
• distance to ropsoceot tio fcvc A*o of doofjatra* §y toidLng the various 
cartouches* suiting then out caruiblly* otis^fifis Ihoa on tho bccrls that 
t'tis cartouche urs C&xjpctra* it tunm out that by taking the cheraotora 

j 

in the cartouches* substibutius theix* equivalent Scnan letters end jiuiting 
th«a in the proper places in other cartouche®* bit ty bit t^polion «as 



«.*. jiyr ~ — 



^r-'— -*ar 
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able to establish neastt other than despatse# such os PtalGy* JOesoroior# 
and co ca« 7!ist»s tha >jcy in mich n start or initial break m& raadg with 
suspect to the Eooot^a stono# and Egyptian hieroglyphics wore finally road* 

It was vary fortunate that the early students of J^yptologjr dldn*t fcacs* 
that the Egyptians also usod ayptasrajhyS So*® of their writings are not 
only. “plodn-tcfrfi hieroglyphics#” fctrb they also had "cryptographic hiero- 
g^/phics* 1 I Haro# far instance# Is an oKScgOc of substitution* *&mt 
chEraoter la placo of this ono aoans w to speak** You coo the flngor 

s 

/ 

painting to the couth# and go on* 

^ &o period c£ the Civil Tfesr or tho ,f Tor 

! lla*. #1 * Sw-^t w^tj* 

Ucstneen, tho states/ 1 in U«S* history^ u nesre lo a picture of o cipher device 

usod by the Confederate Aray# captured at Vid:sbi5rs ? one of our l&seis* 

treasures* Tho dories is a eylindor covered with & sheet of paper bearing 

t&t, 

alphabets# the alphabets of ftigaaoea table# In other words# a pointer 

that you could slide# end A thusb Issob with which you could turn the , 

Mc>kw*aM' }ro J^srwr - fwM #-f Hit ✓fc-O! i /&** 

<5-Unflar occosdiag to S» lay 

Thor© is one person I ^sedroror^irvgstUaa to the Civil fits* period* 



Edgar Allan poc# In 1B1 j 2 or thereabouts* kindled an interest in crypto- 
gwrfiy by Ills fcaou3 story of “The Gold Bug#” and by coao articles cn 







pJLCt rUSCQ OT Q !!C 3 GQ 3 Cj (iuua;nvJLV) Uiivumw ^uu^bibiij^ 

was sent by Preddcnt Lincoln to Gen* Bumsido* It f c very simple* It 
roods this way# of course, and naJtsjj no sensoj but if you read it back- 
ward e it oakra excellent sensei K If I should be In a bait off Aquia 
Croak at dark taaarrow# tbdneodcy evening# could you without 3j>convcjiicnco 



1 — — 



33 
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**. * 




rest m end pas a on hoar oar “too with ns? Usigred) A* UnccEi. 0 ' I third: 



^ C&CfJLr 
■ - V v 

r* A.r> 



the President wna kidding a bit, ^ 5^' "^/ 

Q This la a jfcotograph of a peso cr^ two fsroaj tho cods book and cipher 
cystea usod by the Federal A zay* Busy had t&st is called "route ciphers* 0 
that is* a ratrix vrf.th indications of route to bo followed in Inscribing 
and traarjoribii^ tiro words of the cssaage* f!crc*a hew you writ© the 

■ m 

message im the first irerd, second* third* fourth* fifth* sixth and do 

forth; then you take then out according; to another rexito* And hor© tlia 

% 

tiling is cotwlieafcqd by the udo of arbitrary equivalents for tho narsea 
of ireoytant people* "President of the U*S* n is represented by "Adaia?* 
or "Asia*" It bed two oquivalnnte s you cce* Here are sore of tho kojos 
of famous or T/’cll-Jcncwn officers ef that period* I have with me today 

f 

the cocplote set of cipher books used by the Federal Arty during that 
period* end after cy talk these of you Mho. wish may core end oxwaino 
thca, together with certain other trdiibits* The next elide is a picture 
of e ucscego sent to Gcnsrul Grant in one of those route ciphers* I 
shall not tdto tire to reed it* 

There is an example of a type of secret writing Deployed by tho 
French in tho Frcua:<>^>nu«jifln T.'sr« It cotiaictod of coda groups written 
out from a coda book* Xou rcredtor that in tho siogo of Paris tho 
French ware ccc^lsteQy cut off* 00 that cscscocs had to be sent out iy 
pigeon* The resaago was ciiotocrnphod dean* end — this* I bdiove* was 
tho fSrct etnd earliest cmoplo of sdcro writing used fer ailitasy purposes — 
t ha message was* as I said* photographed dorm end sent cut by asans of 
carrier pigoon* Ibis is a copy of one of tho ess:jpIo&* 



t 

i| 
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After tho Civil Tfar# or War 3crte«osa tee States# teo coo of crypto* 
graph? in ttiitod States zsilitay affairs uant into a dcolina fbr a lcn^ 

* period of peace# end vao broken cfoly briefly by tho Spat^h«^ricon 

* War. In IBSjJ tho TT^ Itapesrteont publisSted a coda called tt Codo to 

~T _ , ‘ "*■■*-■ - \ 

. ~— ' — '*"'■ — » — — — — t — '• ■ ■ * s ■ 

Secrecy of Tclesraaa #" log ged an a zsoail arnerclal code# eSaosb 
c ' TOrd £b?' word. I have a ccpy of teat tilth na end if you wioh to eftxdna 

- It you*U c®t soai.idsa of how naive wo sure in those days l Si tee 
Epaiioh^iunricai War t«wrs was way little use cede of sound crypto— 
v grspfcy# for vo uoad ferat codo, viiich had no secrecy riiatovorj but then 

f \ 1 f ' * *"* ******* ^ ^ 

*** Officer undertook tho preparation of a suitable 

|/ f) J ' code, fooacqy «ns stressed - teo Chief Ei&nal Officer pcrroirelly did 
T j jfcif j’ 0*^1 *■*"' 

“f -4” -f r l all tee \surko— SsTLJ? 02 tho "Cipher of tee War vsxsssptaes&f 1 wa* oublishod 

ypfjj * , 

4 •/ q iXhf Adjutant General* 2a 1906 a revision of that^wao published# and 
s i i An 1915 a eoaplataly cot code# tea ?&r Jtexsrfeaxti TtilasKsch Cod©# woe 

lira 

x 3 A*. T>hbliahnd« T&jfc. believa it or not. 'liiafc coda \ssu rxAx ± od b>/ a coisacrcial 






■ b - 1 * 4 wgLr * 

3 ^ j'fijho co-callod rlcrtcian navcoyind LSarcofiri,*B pi^sctical tiooanotmtion of 

J I i ^cirpalliac by uiroloos# a ns? cm in tsilitcry ccnrmlc&tiora nas uafccred ^ * 

4 1 1 s 4 4C^ l e{ t ce«<rx , *»su «&«* J^^C^evJsvt* i^xcd'ewA. 

\ Jl <- <J in# and ^ciiso v a rra? ora in cryptolocyo ffiio first »ddo uoas© of wircleGo# 

or radio# as it soon c^ae to -bo called# was in "or3d jiir I# bat dovtilcp- 

aeito in csyptegrapiy lassod c hit# as w» sliaH. seo* __ _ 

ffirst# I uill discuao the tactical uao of ci^ier cyctcra in Tvorld b'sr j 

/ | I# bocouso tficoo VfCre ucod in proferaaoti to code Biflotaai# viiidi ccao later. | 

1 i ::ore la a vlsSiuro of a clpaix>' s^ten *.."xd fcgr tea rtu-aianao 7ou vAll r-oto 

' / _ 

\ *"" 



- «"p. 



REF „ID: A56916 . ■ 

■ . f i ,r — 

£ ■■ i 

x 

tii at It is nothing but tte, k '!f2&!Efl39 principle sTL ever again* using 

t , . — . . i - ■ i ~ j 1 ■* * — > 

nradbers instead of letters^ 0$ it represents (orC& a case invalviiis v' cu, (t , , Jr 

-«K 1 ' 

.< j out of 7 0 ? 8 al^isboto. used repetitively# by a key nuaber* £«? 
j '•jt i 1 

4 i"“ <f A substitution* Eiis was tlsa dociphcriiig table* A Ejo oast slide is ft 

| 5 | 5^P * 

| r * 3 picture of a ^ont^lius cipwr cyytora used by the PVench* It woe a 



iiru 



transposition systoa# the etslusns fcaing hose transcribed according to 



toe aduenG? teay; is addition, certain diatuitirjg olxsasntG caao into 
rt ■& the aotbod ty ta’.&ny: off the lottora in diagonals* And hare ia a . 

j i <^4. 

<! k picture of the ays tea used by tins Italian A nsy in Bterld tfar X* Again* 

* I \ s 

4 1 *&jrH it is only a variation of the old Vigarare eyatsa* Hers is a syst® 

J « VBlwiv ,rt ' 

^ usod by the CortwceJ invented by thon# ar# X should say# it was o e Xjls&j** 



caibinaticn of tao cathods pgt-t e g a tfwg- in - a r- v gay Si© 

called it tao ASPGVa cipher because the duhap text consisted exclusively 
of thooo letters# An olphabot in here* arranged according to soae pre- 
arranged plan* with the ooorditr.tan ADFOVXj tii© letters of the csssago 
were then replaced by poise of coordinates; for ecsplo, the letter ft' 

- is represented by AO# and eo forth* 2hon a numerical by# developed 
Itoa a key word# is written over the J^a# A*c cud f» forth# end tii© 
letters ore then ta-'crv out in columns according to the key order* £bc& 
system was a brand new thing in oilitaiy csvptagrtpby and caucscd no end 
of headaches for the Allied cryptenalyota until it was discovered dust 

Ay 

how solution could be a^iicved* 5ho solution was not a general Owe. 
HMfe&asea but depended upon special cases; -but thoua happened so often 

A1VO-T.A 1,C 

that w© could bank on thesa oaranring^Xiiat cipher cyjiteci tE» used by 
tbs Gerraan high craassid and copssquesitly occwone soon tUuoivjrad that 



■wj- ijvftV 



’liy* 



V»ic* . — 









if you n ads a dart based tpon the mubob of ADiFGTX negates intercepted, 

n 

wJsy you could disewaa* certain things about tha tactical situation and* 

acre important* you could* vith^eone deceeo of assurance^ predict chat 
*uV 

night ha; 



eJr ®< ^44-frf ^ vii- 

;jpon» whi c h * ra a i got iij to betssd vocn ' 



the iSXFGtfX iutfjstcptfe. Silo* gaitlfisaas* la ths first llluotratloa tiiat 
X fewer of in hlstoay of ono of the basic principles of traffic analysis# 

££yb£o^~ i-tvwJb) 

and traffic infeollisoncei Eto ncecfc oliio gives a picture of the sort 

of "cocaisriqus# um issued* u Dullo tirw^ that put cut when the ADFOVX . 

nsaaaces uoro road# Here is ons of a set cf leossss, dated iftjvaabsr 20, 

•Hw»-V‘ *UX£ a***. s#«L 

1933} of course tho war- use over* hut tide '#vee very. Iwportant.iBf orrisr 

A a a 

tion about tho td^hdrasal of !Ssdwnssn*q arcy into Rounania* Shore is 
the Goman text and tSere is the translation, an Interesting and 
authentic aoacaga* 

For tactical aoasasoa the British Od &acrioan3 in World War I used 
a nethed knosn aa the Playfair cipher, invented allegedly ty* lord lyon 
Pl^fair, but he didn't invent it - Sir Charles ?heatstone Invonttd it# 






he^ssy* Shoataionc, wiu> is crcdltod with inventing tho electrical 
bridge that is knesn by hie nsae* didn't invent that bridge — & tivty 
nased Christy really did# Sic usthod of Playfair ersoiphsraant io to . 

erv 2.5» cJild uk e.*£y h-'v ^* *• 

have a scpjnro J> s Tsiilch you etirt in witi* a kny word* tfua^thc rest 

of tho unused letters of tbe alpha^t# (X and J arc treated as the saos 

letter)# If you want to encipher p at w the equivalent is B vr < > by diaganels, 

and so on* jfeoro is cm cxaspls of how a acaaags is eacipJiavod# In tfrosn 
J 

days, that was regarded os pretty hat stuff* In fast, an officer 
of the Ass^ican Ajrcy ^tar fhe^boaaso Ciiaf signal Officer, flijcr General 
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l&ubors ns) rsrcrto a little treatise, published in ISSii, in bhich ha 
dealt Tsith this Playfair cipher systoo* Tho title of his vx>3& is 
rt At» Advanced Problem in Csyptoj^aphyV* Tcxlqy, our raost aleEaonfcary 
students era given things of that sort to solve oftnr a ftw lessons ► 
The British Ast$r gg ego a ed a ciphsa? device in vTat-ld rcar I* 35xy 






JUw 



lifeaac 



had oanuibotured a groat cary of t:^.a a&-<aii tpihctad It hoopaad g} 

Ja *U+U A ua*. rf-* 

the? proposed to the Stench and the Acaricang tiiet th^^sa-tfea-cnao 

4o 'Kii- 

rtcdsg for tactical comunicationc? but.it too never put to tea, for 

u«.^ A ^ 

, reasons that I hope to^Jdl yea Inter* 

■ .CW*--' ' "" “ 1 't&A. 



& J 1 I ’d like to say a £gg? metis aiwat^codos and code c?ct^jBseat“ 



^ JKin ■; 






'orld Ucr I*) *S-^^firyoara^4;iie5f- toat a code cystaa is oiroly a 
sort of dictionoiy in x&iQh the xto ids, pSirasco and sentences ore 
r^prosentoblo I? arbitrary groups of letters or figures* Here is a 

C*f^*v*v%**'*yv 

pace fron a ajaaorclal ^^egrasijMa^cosijapaljal^ cocpoiy’s codo- 

hook, tsiirJi they offer to their oustcaors* Ion’ll noij.ee that eoC£i 

A> 

of these cods croups differs ft? ca every other cods croup l? at least 
taro letters* "5b call that ’’the feoCiflttar differential*’’ The reason 
for navies such a differential la t hat errors arc scuetinos txida in 
tr?Ji3nisaion, but the lilcelihood cf ca’dhic t.?o errors in tho sane group 
is not ucer2y ao &xxxt as na’daj a single error* She 2-2cfttcs? 
differential affords aothods of readily correcting a group if it has a 
single error in it} with a bit core trouble 2-lot tor errors can also bo 
corrected* i:cw, cvce boola and codec ere compiled to be suited to 
general cs* epooifio kinds of business* Uipy arc gsricffuliaod, like a 
general trade or (Slicing coda, or & coda for tfsc autoautiva induatsy. 



id 



secret 
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■ and so on$ but they aay also ba a>eoialiacd in chsrtsfctflS?* ts& 

nesrfc sHOa sheas a highly opajiaXiood cede* You knew* then oro certain 
people \?iw believe firnly end implicitly in the p:r3sr of healing by 
uussootion «asdHi*Btn»b 5 and liore io a picture of a codo book put out 

, -2. * ’ t&Uk** 

y by a gentleman t£*o was & profeoatcrial nan in that fields] >a^»3dL-nofeieo 
. ■' #> .tiat tii© purpose of it tSaj of couros* to bo ac£o to rooelve treat* acsnfc , , 

■, ' ' "*.*« «SE»*V- A''’ 

.. frea os* by your own prsctitiosisr no aattec* ttioro you tsssfer "Bius* If , you <- 

■ V'-£f A tpa> and hju t to consult you* practitioner^ you can gesml hia a 

- bosbup and toll idea what you tfe£n*w®» are oufferlsjg £poa* jdf course* 

, io-C*dr ' yA 

. ’ you think you ore suffering frea — She 

V ■ * KTS* 6 - ' \ 

Y^codojla in Sr^lLsh and IV:a<fe*'gssliyou would simply represent your r , 

. — ^ (stf^vU^s to » 

" illness* or fOlsgod illness, ty f\ code Gpoupji Kow* note tiiat too 

« ' 

man who got va this codo was pretty well versed in the intricacies of 



codo and co^TM^cataono difficulties* because these cous groups differ „ 

Lj^-tJJ.4 J-jfcvA. JiAJitouiiKsw I 

by at least threo letters each* tho reason, -eS=es»« rso^-Sr-that ft wouSd 

'*’ H *£vV*fc 

bo a protty serious ti dng if you coot a noasou® ©a&j|ac that you think 

iLc-ka. Vvcttfvw-3. . 

you aro suffering groa coast, but the Sc^v - io garbled sn tff£snaniosion^3»'vU. 

^Sft-yeurgeS the troataant for cwirvulsions* Bat would be pretty tou^il 
A ■ _, “" r r -'*- T ---> 

Prior to ucrlU «7or 2 tho uco of code boola fear tceticsl purposes 
1133 thought to bo irjrsracttaable* larscfSy bosauoe of tho difficulties cf 
ccc^Jilinc* rcnrocucins* distrlbutiug and prctoatiix; the boa'au. X don’t 
think thqy ti'*oug3it tfjo it uch about tbo^^ibilitica of scCLTing cxclo* 

Sbrly in 1916 tJ:a Cexuans begau to use^fiold codes* end tbs Allies seen 
follajad suit* 2 bad sono slid 03 to show you pictures of pages ef tiso 
cods books of tho various bolligeronts* but I will onit thca and esy 
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that X also have brought e^iW-to of such boo?© es tfcro ngtoiUy used 
foj* the purpose# Sioga would like to see visat tiny ware UJao ero 
walcoss to ooae up after this talk end eccnrjSiio thee# 'Ifco oa 2 y elide that 
X will saaar is one that will civo you a picture of tao AoDrlcan iuqy's 
inadequacy in Tfarid ;3nr X for cjodo cocmaicationa* . Xhia in authentic «* 

Jtvgfjftii y,. vf^«» ? »w\ < 3 yv**' •*• ’tjt. ■ 

X didn't sake it up I found it in iho ruccards* It's a codo'^att^n 

* A 

. ; out ty the 52nd B*«fantsy Iri&ido* dated 17 April 1S2J3* end it is tfrafc we, 

, yptf cailc^l "tho ba^jball code*" If you wanted to soy ”killad, tt you eaid * 

• n sbruc& 3 “funded" was represented by “hit by pitched belX* 1 * end 

" v * ' I 

■ - so forth - voay e&easBfeosy* - 

JJcc7 X canine to a vary intapcsjtins ccts^iio of the esc of ciphers 

■ 

ty Cenaon amenta in the tforll ffar Z period* Hero is a cipher cessace 
rtilolt was found on a German cpy in tiro united States soon after ho 






*> 

i 






\ 

■ <> ! 
► l 



cro£J ,, s ,j the Itoxlcaa border into 35&OS* ^ffccs* sera* vsesk$ it was 
A 

deciphered by G-2*s codo^olvica orsaniaatica in wwfcinsten* IE-3# es 

i 

it was called. Here in the dociphcrod Gesaan test* end tlii3 ia what 
it said* °Io ihe Z^rerisl Consular offf.oiolg of the Republic of Mexico* 
Strictly Secret i Xho bearer of this is a ODbjCct of the Brs&eo w#» 



j tra/tdo as a Uuocitaa ureior t*:o ncso of Pablo T&bcc.'sidU He is a Gosrcrm 
agent.” And no forth* *hs Court sanSenood his to be shot; procicVont 



Oilcan ecteutod it to life ii^icosscst; and he was otA ef the prissy after 



. only one year S IOjiaje. /p*i& . 

l*ti* 



Hero ia eDosacga uisich is probatCy the coat ft^ra.nvrjsaaca in 

.... ■ t t • 
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tf^*^fi j» J tr uftV im S -JL * > ^£&. >u*^l 

’■- ^*4c?5£j , '9^ifc-wa»iF^ ss to which uicto tfco 

Aroiiuna weso going to join* Our British fricndo, late? our sULesj 
did certain things that t & dicin*t lilco, and then) was a good deoil of 

Ufvtf* frwJi &-u.f 

talk about t hair nefarious behavior* But tills pnssage, solved tr/ tho 

* . - 

r 

" . Brltiofc, brov^lrt us in on their eida* It was the straw that broke tfco 

G&£K&*a bad:* It ia known as u tbo Slaoassacm teXograra*' 1 It wont to 

£ 

. tiie Gcraon location In yosdeo City frosv Count Von Bo rnstorff, the 
/- Canaan adbscaador in Ttashir.gto:i# T: to zsothod of solution 1 won’t so 

'f f^W, . 

late* \ cleverness in tiis hurxJlisvj or the case la a good illustration \ 

L A tfSL' 1 

cS hew astute, <Uplcmtical3y, Gre, rosy ea X karoo j 







eRsvafy said, it resulted in bringing m into the War on their side* 

Baro in tho translation of the thing* It ras important fcocauss tho 

A csoage said the Oermns wow* going to ro&xao taa*estrXetcd outeuim 
- )a '**!*.' it* 

t&Kfero and tills part, here* dealing with a tksj^sitei i&xico, was the 

straw that broke the Corel’s back* People in the Biddle Moat were 

^ V latoaEa ^ M8Q of ssttos tato tt» Se* - « cither 

aids -* but when the Cannons bossan talking about r&burniiy ^o ifoede o, 

| Tessa, Jforr Saoedco and Ariaorai^ihat uss soaothir# else again* So, ue 

i - 4 got into the war within a counlo of wooka after the British savo us • 

\hm, 



rt*£\ 

yr?' 

i-o 

,k 




i 



r 



y 



taado available to cur authorities in ifosj&njton; a sabotage* ao3G3£& tslkijig 
about i£io Tfaro roliablo saboteurs and *6:at they aiould do* Ibafc zicccage 
figured in & long, long trial before tiio Con^-Afaerlcaa Kisod Claina 
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rScttEiission* In wi icb the Gomans wcra charged vlth certain acta of 




:l uabotaco, notably tho Kirkland firs and the Block Tea assjXoslon in Itos 
' J ayssy* isoot of you cro too young to ronanber tf’osa indUleata* Tho 

i 

trifil ro3oltod in a caelGloa in fever of tho United Staton eaLflircanty* 

- & 

Tfio wora saarded wars ||$#OOO*O0Q* Horn in a sassage* in secret ink# 



j that figured in V:o Slack Itxa C im: a page Area tho SLuobook Hasaaiuo# 

: ink* a nctho 4430 run 

4> ' 



r 



C? 

* 

v° I 

* 

V 

A 0 i 

vs. 



} on v&ich tiiers was a aagsaga *nrittd» in invisible ink, a mV\c&AX) run 

J « 4u»^tt5 , 

* into eooasionaUy oven SnjiO^BefB-9^Ssre» 

*. _ n.«Hr 

'f ~f~~T lias 2 com to a^caoo in which. I Wr ^ v cl v tsl o In 1916-17 tho 

. Ocrraane financed a largo nvc&xa* of Hindus in their atteqpta to stir up 

a rebellion in India# tho idea' boding to causa tio such trouble la India 

w V 

that tho British would bo forced to wit!*2rca7 troops frora tho Ttestorn 
front to quell disturbances in India*- These Hindus flora negotiating 
for the purchase of arcs end afaaarrition in the United States end sending 
titCBi over to India* Sinca the V*S« vsas neutral# it wtia against our as? a 
laHS to pemit such undertakings* against a friend 3y nation* So tho 
business had to bo conducted secretly end tint is how crypto skiso 
entorod into tho picture* Here is one page of a long* eovon or eight-page 
letter that vsaa intercepted botHosa tho top Hindu agent in tho United States 
end Jiis cl ii©f in Suitsorlaad* Sio letter consisted of groves of figures* 
in which vraro interoparsoci eo:» plain-text aenh* I rcoo-^Usod pretty 
qpdciay ti?st tho letters of the secret teat had boon replaced by rranbors 

i 

i 

i which indicated op-scific lcttcra in a bock* Ks c.» crow of naibors 

■ i 

i 

I 

> represented the page nuabsr# tho line mesbar# and the position nuabar in 

I 

j the Idas of the letter* All X iJcodcd was the bex*:# but v^cortunstaJy 
the Hindu failed to tell ao liiat the book rasa* eo X had to co chard c«ad 

_ ’ QO _ B m 

V ;-^. . - -- *£5^ — *^TV :v. 
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try to solve UbO GD303E3 Tdthcut it* It raa solved* end £*11 cha* yon 
veay briefly $*hj uethod* &j Z odd* there* woro urods* plain-text words* 
interspersed throughout the cipher teesfc* and Z would oato a guess at 
tfiat the rreaorical Erotp befero or After a plain-teat word represented* 

- Z __ 

Hero* £ta? ecso^pSoa "Feraad exsetiiins* with scaatfcine# 0 £ assured 4 , " 
that tide first ’’oeyothina” «uul d bo tho verd °caT&ttoo* tl and that 
taaanfc that on legs 6?, the fourth 3-ire* xi& second letter in tfco lias 
was a Cj ti» thSrd to ba d t£m fourth llj tits fifsh cnothar H* but the . 

. sixth letter in that lino lews bet indicted* Instead* the next group 

” • * 

jvqpod to encthja? pace, iVoa yhich the letters I, T* T> and oo o a worn 
taken* tfell* ip* euSbetituting oaao of thcco guesses in their proper 
positiomo and waiiire tabulations of this sort, I fv&suaad that the first 
five lottera of this xsosd *eoaa5.fc6ao» can© froa the word n caCTarJUtotxon° 

i 

on page ££* lino Uj the fi&A Vwo» p froa a word having n 2ED H in 1% ouch 
1 ca^) 

os n att3nfcion?*j but the last lottor* K#/froa caothor pafjs Eltocothor n»A 
X could only add dots data before coldns ary guess as to that iho oosd on 
page 72 3 Una 2 S eijht be* Sfcr working bads and forth* buildir^ up the 
varies weCsj on various pages of the book* then building up tho uertto ef 
■tho osottsso •* css helped tho other - X finally got cortoin dues co to tho 
sort of boo’s involrcxl - that it was a book tiealiuj with tho history of 
Gonaan pollutes! sSiilocphyV oconacy, or history* I hurried and hunted and 
hurvfcod for that book* 1 finally found it* nil right*- - It rasa Price Collier *s 
Cer^cny end tiia Conrans* Sfcio Lscssags figured in a lons-d rcaa out trial 
in San Francisco* *£»re tiise-e t?3ro about a hundred and five Hindus on 
trial rsi^tei-iooualy'* One of the Iiindu3 turned Site's ovidanso end got 
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' hisoolf in bad nith t5» ofc here* Tsuagr were eohrched evesy day before 

they casso into the court* but oex> dzy 9 the day after I testified* cm 

« 

niaduaf taaaaged to secrets a sun In bin clothes and du^QIS the oldst of 

tew^ ^ 

the proceodi!^ij shot the liindu uho had turned State's csidanea* t&sse* 

A 

t^on tho United states a-irshall* a great big follow* efc: foot four* 
(standing in Iho back of tho court* drear his weapon end shot the first 
1 Hindu dead* 2hqy wore both dead right there* within two or three coconda* 
That's the say that trial ended ip> d?£aaaUcal2y* 

; I'a to peso ova? the next slide* It figured in the oil 

i 

1 scandal in the days of 192lu Z see gownsaont witness in that ease* 
having solved the oesoageo which diadcocd oouo of the facto that load 
to Ur* Fall's going to prison* Ho ntso Eeorotmy of tho Ir.tfari.or* if 

i 

you recall*. X think lie diad only recently* 

The na runnars in thoao lanontable dzyn of prohibition*, usod oocso 
very good codes and ciphers* Hors is a particular coco tabaro a acssago 
X383 enciphered by talcing code groups cut of one boo!:* transferring the 
coda u unbars for these groups into another book and thro adding a 
constant value to those nuabera* fLtwiiisg the lcwter H sro*& equivalents of 
tho final numbers* then eacdnhcsring these letter grot no I TZiio was each 
a cssoago* All X had to do coo to find tho trre codo books* tho additive* 
and tho cipher alphabet* Lightning struck one night and tho Job was 
completed in & few hours* 

There xttxa ea.zi interesting tilings* working on tho Job in poacotlaa* 
when we would get Ecsr.sgcs fron various gcr.-tarnE.cnb agencies to solve* 



2!i 



p^rtTjCV 



’ ' ? 



| Hero is one that goes to iho Shite Horae duel ms cent to os by the Cocrcb 
^ i- Sondes* It ms addressed to the President and bad this dagger stud: in 
after this aeoeajjow If you rood it backwards tax i teto alternate letters 

it asked President Ibxcerolt* "Old you over fcdto a lcnon? n 

— r * ■. 

Sew X ca soins to Junp to the question of cipher devices* bsoauso 
they r^prajjoiit tha Ecder.i trend* I*vo already oss&ianad to you the 
point about tho invention wvi introduction into wide usage of radio* end 
. thoir effects inor. military oat&sra* especially tpon cryptology* Traffic 

t 

in largo qisiatitloa bccaae available for intercqptian aal ctu^r* end 
'* hones inyrewonant in crypto graphy hod to oosa* It case elc«2y but surely* 



In connection with theoretical odusncoa in csy/oofiraphic asyihcxb cas© 
tarentions of cxypta£et£ftlc dovioeo end cacCiinoo# A brief history of 



those dll there? ora be useful 



.pat 



is a picture of the earliest crypto**- 



graphic Uovioo on record* accent for tha sqytale, ffliis is tainn f ?aa a 
book by an Italianised Alberti* publisived in lliTO* and is Just a pcir of 



alphabets* oao rerwivias concentrically wwn the other* so that you could 
change tiio relationship of tha too aiiiabstc# 5his uJiod is represented 



also in tiie Porta bool:* and* ty-tno*-UEy* X haw with m today a copy of 
the orishsal edition of Porto* with tbe oi;hor t heels in piece end in 
ticrJdng order* Tai s us puC-lin'icd in H&3* *2xzf Uitin*t have cry diildroa 
in those days* obviously* or cthoraise ti mss things uot2dn f t bo hero* and 
in good working erda? t 



I Saw/ i* takes a long tine to cot a patent ‘wU'scgh ilia patent i-riico* 
but Alberti v s ikrvioo wr.3 finally pr.tc'T-'-ed in IC65, tl.o inventor ho.s.-saing 
. to be tha ihaa Chief Signal Officer of the Awy* Thjor Albert iU i^or* 
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Delicvo-it-ciiwysty the $am tiling wis used by tho RLejsoI Corps of the 

i » 

iSiltod Statoc Arty as a n&r invention psvhepa^ in the period 1910 to 
1512* There is a core recant invention of the ooa* thing* The patent 
office doesn't have good access to literature pa the subject of crypto* 
losj> so ©very case in a Tshilo a tiling that la aa old ca the hills gets 
through the patent office* no coos to eta intaiwating dovics* Z 
aeniioaed a little while ago that the British proposed a cipher device 
for U9Q on the Western Front in tforld Ear 1, and a little bit of history 
of that devolopciont is interesting* Hera is a picture of a device 

- i 

Invented by Sir Chorles ftheatstoos, the eminent British raathoaaticiiina . 
physicist and electrical enginse?* Ho trao also a ciyptcgraphw of eojd 
stature* The principle of the VShcstatone cipher whod is just a little 
different freta that of Alborti^ or ^ths Signal Corps* Shis one has oa 
alpiiabot of 27 characters and an inner alphabet of 26, with an eccentric 
notion influenced by the letters that you were actually vpinz to eacli£»x?* 
nth this hand, you o so* you go around tills way, «*d* for oks^jIg, if the 
letter II is represented by E, on tho neat revolution n is reprcaarAad by 
tha next lottos*, r/hiefa happens to bo a V for victor* Has; the British took that 
basic invention, and souped it vo a bit* Perhaps 'you noticed that on tho 
first elide tho outer a^fiabEt consisted of the letters in neraal English 

order, on the inner alphabet tho letters wore in eixed order* fthat they 

* 

did was to add the Idea of a aiaed nbimbet on tho cwtsicto or outer alphabet* 
Xicy clungad the fora of tho device itoolf, bat too cryptographic pilnciplo 
is identical*. Hero it is* They had a groat aery of tiioso tnaufactilred* 

1 was at that tine, in the Autusn of 1917, working at the rJLverbanl; 
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laboratories# Bids thins had teen i^nswed by too British, the Prcexh 
and tho AToricrm cryptographers in TXropo, It 'kmi eont to Ra&lngfccn, 
approval there by tlm JSrS people* but oocebo<$* thoro said* “^cll, let’;; 
gee That ti-is follow out in Chicago thinks about it* So they sont ua a 
act of five vary short toot ne&sc&za enciphered by this device* AH X 
knout Una that a device based upon Ttheatatono prinofolBa rsas probably 
involved* sy employer csss to bo end save no these five m3 35305, each 
0053330 only 35 or 00 letters long* Ha said* 11 X want you to salve this 
thing * 51 X oaid* 54 But X can’t colvo anyfciiins an sheet cs tills* It* a 
absurd sad unfair* Z don’t want any part of such & test* Besides* X 
him other fish to £sy« H Ho said, n Younj nan, on the last day of each 
Konth you get a little green place of paper with ty nan 0 is the lcoor 
right hand comar* If you would like to continue receiving thcrae pieces 

* j 

of paper, you will start mate on this rigit esny #“ X said, u Yos, Sir I s 
* Sell, by hocus pocus which. X won’t go into, X succeeded in reconstructing 
tfl-ct X thought was tho basis for the citing of theca letters in hose, ths 
letters of the inner elphabot* Xho mrd on which it was based sconod ©> 
bo tho word ’’cipher , 15 and X thought, “’.‘ell, so for so good, but urJTortrantoly 
tlier© ia no way of rcc cristruct ing tho cuter alphabet by analysis * w At that 
t&ao I hadn’t invented the prir*d.nle of doing so, pXlhougi about a dcsen 
years later X did so* But in 1917 there ires nothing to do but try to gaocs 
vtsat tho keyword fer tho outer sltg&bet eight bo, by trial and error, and 
X node tixis cscuatstlon: If a fellow was foolish cnoud* to use a ward Hi® 
“cipher® as tho basis far nis±na cs » alphabet, he’d to likely to uso an 
associated -»»rd as tho toads for nixing the other* X tried every ward 



2 ? 



-defter 



- r • * 
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V 



asuodatod in qy ninci with thfe wed ^clpSKa?,* ono after tbs other* and 
it tools ndnutca to test each guess* X thought oS Treads liias “alphabet* 
sacroij substitution* 2hGatatonsj,°attl so on* finally, X exhausted ny 
efforts* Hrrt* FrioOran., who was ry right hand nan at the tiaoj \tsa 
sitting is another port o£ the rocn, end X said, "EXLsabetii* trill, you 
step what you*re doing end do good thins for Sin paid* “Shat do 
you -Bant do to do3 u X oaid p ”&&» yotjrsalf coofcartc*hilo. X an going 
to ocqt a word to you, and X mint you to 0030 bade at no with tho first 
word that peps into you* head. 11 Sha cads*# peas or too tilth her lipstick 

1 I S ’ J l 

1,1 ' 

end said* w Shoct* n X said, "Cipher*" She said, "iisohin©*" %&t ma it l 
In about ton tsioutos we had reconstructed t2so outwr alphabet ond eolvod 

t 

the nosoaseo* ih© first Kcasocp oaidj n *hia ci:&cr is absoXufc&y 
isKleoi^tora»5lo* ,, Vo telegraphed the solution to Y^vington* word get to 
London, arid they had to hill tiio project* rJhen X got to tho £T? In 

i 

franco X uaon*t very wail litaod ly our British friends* That ;.lieatstono 
principle is attributed to Sir Qiarlos, but not long ago by shea? accident 
X ccrso screes thin device: it's in our ousena non end was entio by a 
iiajar Docius tfadsnortfc, C*S» Arty* Eadsnorth too aids to General tftl&nson, 
oS Esrolutionary fone, ami is© lottos* bGccuo CSxS&S of Ordnance# ucw ha 
XxsGZCtt iirtGrcstod in ciphers Z dcn*t fcnaif, but ho certainly aado triio 
device* It boars on it - this ia a veay poca* picture - t-c data 2£X7, while 
Hieatstons cor/xrivcd his dcnrlOB and deacs&bsd it 1st 2£70* Ueuccp credit 



for tha invention cf tho cc-ealicd TSicatatoao principle belong not to on 
I'bSliahEnn, but to an Aaoricnn* 

X c&ao hot to a cipher device allegedly invented by a Fronahnosi, a ' 



Corsrari3cnt uacrcrico, and ceiled t^o :I cip.*c5? cyli^iur." T-ji lavico 
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consists of a cftaffc on which aro noimtod 20 discs tfcJtch can bo arranged 
In lading order# ecch disc bearing an iderrfcdiljdns ranker and having a 
' difforent alphabet on it* Having set vp the discs in key order, yon 
lies up tha letters of your plain tact sassage thus) ”Ja cuUt 
3jidQPChlfXtabljo ,t ( tt I an iftdo^iersbkt n ) is what It says on this line.; 
and /tar your cipher text yon can take any ona of the other horisontaL 
Unas of cipher letters# looks like a systca based upon an 
ezcdUeub principle# but it is quite readily solvable theoo days — if 

* 4 m 

; you liavo the dcvi.ce* Iha principle* kaxover# va3 not invented ty 

‘ 4 

' ‘Eajserioa.} it vast invented by our cum Shoaas Jaffarson# and. hero is his 
‘ description of the device iftich lie called '‘the ?SinaL Qjrphor#'' using 
exactly tlta abas principle* I had an interesting tlao digging ie> the 

- facta in connection with m article I was ashed to wiio for ths 

1 - ' 

dofinitivs edition of Jefferson's writings now being published at 

Princeton* In 19l5-il£ a United States Aryy offlcsr by the naaa of 

■ 

Parker Hitt independently invented that Sana principlo again# this tins 
not in the fora of disco# but sliding strips# you see; this is a picture 
of his original aodal* Krs* Hitt caao to R iverbnsk# where 1 was then 
educating cysblf in cryptography# and she brought along her husband* ft 
invention# esying it raw pretty hot at'.iff * She put up a challenge aossage 
on the device# which Z solved fcy hocus pocus, you sight soy# like this: 

' £ thought to aysolf# "i&U# this lady# iST3« Hitt# Is beautiful end 
charging# end so forth# but sto doesn't kn&; much about cryptography* 
tfiwt kind of a key would else be likely to uoo for oixlng up the order 
of the strips? vTsll# she eight use the key *Rivorbonk Laboratories* 11 ’ 
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l « 

That -jsss it t In 1?X3 that tiaras princdplo Tms adapted by tho United Stated 
Amy Signal Corps) there it is* tho H-£U Carrico* 'Shin* ad you sec* IX30S 
*2‘J discs with diffcroTtly egawd alphabets) you can put theta on in ary 
boy order you please* — exactly tho anna principle as Jeffdrsfln*o or 
Baser ioa 1 or Hitt*o dsryieo e^lcycd# TTe used Cipher Device IS-& iScr 4 *** 

i 

quits a number of yessrs after «orl& tier 1 vrith soae success* iSasy* 
the licrino Cospn* and th» Qoast Ciuard also wax! it* I$r edortins; Kittle 
eliding strip foam* t&ich lends its-alf better to <£ unking the alaed 

■« s ' >■ 

alpiuibets^fr^qxiantly* wa got greater eecuriLiy in a device vre called °tha 

s ■■ * * " i 

pisdb? ci^jor* 1 or Cipher Service Ji-130 in the A?ssy* 

IhiE S gcartleson* is a picture of the vary first SIGTQS or ono-tiss 
tapes c^tographic trarjedspion sachino, produced by the A2?:T Cosps ny in 
IPiS* too late to bo used in ttorld «ar X* Tho principle is: hero you 

i 

perforate a ta-ra bearing your plain-text message* hero you have a previously- 

4 

prepared keying tape passing throng a transmitter* here is another Imylng 

* 

1 

taps passing ihrongji another transmitter) those tapes' different and in 

the f ora cf loops* of different disasters* Suppose this or o la a thousand 

cheaters in length end tins ether 999* If you at&rt theo cut at initial 

given points* according iwilcataro* tineas teso points wcai*t craas together 

agsin until ycra have enciphered 999*QC3 characters I A pretty good prineipio*. 

• ■ 

but* again* on a challenge* «* this issa after X grea* bade fren tho ALS** was 
das^bilisod and then went back to Ciicajo to thy J!iveji>uni; Laboratories — 
on a fitaOlcnos* I solved a cot of Ksasagcs ifl the vjhites, without having the 
aaciUao or the key tapes* Ttiis ncs supposed to bo absolutsSy incacipi^erGblo $ 
0*2 cdLd co in wrltiag in a lottos* oishod by tho Director of KSlitosy 
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SatoSIisenoo* bat X ute elite to solve tho thin g* es X have Jusrfc said; 
without having tco tspaa* uWiDsfe Us&aisc hosr long they tror©* car the 

a. 

Machine* It was € lor^j and intorGJrtdiig solution* but X haven’t ilia 
tiag to so into It* 

Thio is a picture of a new typo a? cartographic aaohino* A 
gentleman by the am of ffe’oGrts out in California coats forth in about 
1923-23 with a keyboard* a voter which cots as a oj/itoiiing twautetor 
really* The current fsoa tho keyboard doprocaions ©item at this nidQ 
. (a fixed ccesirtotor)* coeo through the wheol hero* osdte at tills fixed 

r 

coantato^ wsd than to the Xigh fe-bank or typewriter* 8o», this taahlno 

i 

had only one voter* In about three or four years* after collabumtioa 
with tbs liavy* ho ccza out sAth a fivs^haol aachiuo* five rotors* yen 
E3Q* and thdse avo the types of rotoro fcliat its used* \&ich save pretty 
high security* She siavy tasa about to adopt these things* Thoy were 
about to place a contract for C7£ ,000,00 with Mabam* How that hit raa 
when the chief of the ilavy Code and Signal Sooticn* lieutenant Struboi — 
now A±airai Gtrubol In charge of tho Oth Fleet in the enters arouxl 
Fcracsn - tbld no what the .‘losy had in tho wry of cash for cipher ssachinos I 
Tfcs in the toy didn’t ervesi have a dollar far that sort of thing at that 
tlasl i%H* Stfftbol oaJsad na? n T2iat about At?” I said, W I*11 study it* 0 
X otudiod tiio natter for about sis vraa-e before X had 8 really good idea* 
Then X wont to Strubol and said, "I think X can solve coosc/jGS* n He said* 
,T Yc'a*ll have to ehorf Q9* n I said* “All right* I accept your c*Fvll.arigo* n 
He s-nld, n niu what do you Merit? 11 X cold* 11 1 wait tan Eessajco cot ip on 
your jso&ilnc** ito cave so t he tea nassagos* and X solved tho tiling* 





It was a cnriois thins that hzppersxl to as one evening as Z m3 
Getting drcnsod to so cut* I*d boon working at the prcbleo, of course. 



end It took use so of asking distribution end finding ey my 'arots:d* 

1 hod one assistant at tbo lino — ho tos a votaress an cca-prlse fighter, 

I *' 

with crossed-cyce, cauliflower ecro and nil, and ho i«sn*t ouch holp a 
except In taping* ' Z had rod ucod a probXea involving aiSHona and 
aUIlono of alpitabeto to e place tnaxo Z had ono lino of 26 letters 
' reduced to a certain fora* If I could solve that cm lino X would have 
a start* tfell, 1 rant fcoao ttot evening Z aaitioad, ouch praoccinicd* 

* Z hod a clear picture la ay nind of this one lino, but all X knee? vsg 
that certain letters wore the scan, certain on 33 different - and, of 
course, I kept in n&nd the specific positions of thoco letters* For 
instance, the first oia letters ware all different, but the 3 d, 7th, 

Hath, 19fci» and 2$th wore identicalj the Uth, 21st and 26th ran® identical, 
and so on* TTell, cs X said before, while catting dressed to go out to 
© pert/ that ids ht, fiddling with ry black boar tie, all of 3 sudden it casso 
to tn© in a cingLo Hash, like lightning 1! *to pi^neo that would asoctly 
fit tha positions of tl» repeated end the different letters woo "President 
of the United states*" Shat was it l Eso vox t day X c wo in and verified 
the aca^tion. In a fa? dvs I handed tho ih&y a solution; they killed 
tao aider* The fie/bam fira \rcnt to pieces; liobcsn, tho inventor end 
president of the fira, wound vp in son Quentin for a couplo of yeans 



because to ran afoul of California*© "blue-sly lews.** you bco, tto Eel«rn 
Ctaapcry *o stock had sLyroclsotod on tho hot tip that a Harry order TZ& ccciing 



through; and when t to :ic«y order didn't ecrao tfirough os anticipated, the 



stock dropped to ubw’ifc a a-^rs* 
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aiuff, went to a different part of the otate, taxi sold It for $10*00* 

She California authorities didn*t like that, do they pub lan in the 
hoogogot?* ' 

Shis la a picture of the first cipher isachina invented and built > 

• ' ” tVp \ Jr 

. in Europe, called tho QrLgaa* It vsaa sold on the canercial saarfcet 
.* until the n&aia cane Into power* uera c ro tho rotors, you seej four of 
' then here, a keyboard end the light bank* You press the koylwcrd, the 

- rotors step, end the leaps light up* You position these rotors oecorlrg 

■ 

■ % 

to proarranaod keying inst^ictions, to?, also in Europe a bit labor 
there wore other inventors* Hero is a aaclilnft celled tho l&yha, which 
sfus cosjoideswl to bo a very cwaailioatecl and difficult tbits# nobody 
could solve it* Hero is a German professor too put out a treatise on 
too indecimeraMllty of the thing, shooing hot? uar& penautationa and 
combination there wore*- Ercsybc^ In-tho world could ba provided with a " 

i 

nachlno and a different key, there v/oro so many ptscejchutions Kid coabdnoF* 

■ 

fcieng available, sell, ccuilaaon, assraly too mtibar of pocEsiutstiana end 
combinations that a given cipher oyotea affords, like n tiia birds that 
sina in t ito spring, 0 have nothing to do with tho case, eg* at Iceat very 
little* It oil depcifcte i?xn tJto nature of tlwae pcvwtatiows and 
combinations, tJiat It, tost they c ro basically in tho ciypto^ssiie 
sorse*. For iristcnca, take tho principle of ixocalphabciio Destitution, 
too principle Poo need in H C3is Gold Hug. 0 BioaretioaiUy, with a'26-lcttQr 
alphabet you can cewq 26 1 cJrfar slix-abcis* Hev? 26 1 in a Iczrj* numbers 
UQ3^5^^jl^,6^,63^,£}3h j >CGp,000, that is. Cow htssdrod end three 
qundrillicxu}, two hundred nlnofy-cco thousand four hundred nod 
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trillions* 009 hundrod toowKsnd eiS hundred and five tdlliona* 

cix is\23drcd th£rfy*-flvo thousand flvo hundred end ei^ty-fuur ndllicna* 
Quite! a largo nudbor* So* if you tsars to try to aolvo a cipher euch as 
that in ,f Si3 Gold Bug?* and ware to go at it ciap3y ty trying nil those 
qasdidllianB of psrsutaiiana of the alpicbot* you’d need lota of tins 

and onapasar* Because It has been calculated that nar oUy to unite down 

' » 
t 

tSweo pcseoutatiora it sould take a thousand aSJlion sen worfdng a 
thousand million years to do tho major part o 2 tho job «• not cH of it «* 
and tho ecsrcll tsouLA reach Sv on north far beyond the planet Ucratayl 

TCet> «ay of you con solve “She Gold Bug 0 cipher in a fee? minutes* despito 

■ 

i 

the vast ranker of porauiat&cQs tlsafc a 26-letter dpSiabet affords* 

■ , 

, Hoara ia a picture of a Csaadish uochiaa of about tho snao period* 

, a keyboerdj a i&&& banks cad a set cf rotors* Sho rotors are of a bit 

> ' 

different typo ia this case* Of course* th© li^t-banfc type cf machine 
ma slotr* fou had to sit dean and copy ty hand and eo onj eo the 
inventor of this cxiwina had lard it iq> with an electric Ssningfcqa type- 
witar* and that nss tho first nodal of a printing cipher machino# Ha 
later siodifLod it no as to have the printiry tsadiandfia fielf-carteirod 
in tho c^tossrapb* and tteit’e a picture of tiie maclilno frea the outsides 
and Viera is a picture of t’w? intcmcl tracSdSngs# Shore io the keyboard* 
Hot© m*o the ositehinc corrjtators* nit li pins vhich see put in and out of 
effective pooltlcna* liiio on our Coirnsricc’ l}-209* Those pins drive & 
certain lovu 1 * luster* uhleh drives the csitchii^ ruoaitafcoro* vhich ere in 
heroj you con also switch the effects of tho coaifcotcws ty i»cna cf these 
plugs# Hero is the printing ceci^siKSio Shis stylo you’ll roco rpiiso as 



being vety cJiuTuii* to that, in Coc.vurtcr 1>2C^* Sto ta:t ic pri-^ d on 



..tape* . 



& 



s »s cm 
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Years aso* of course* considerable thermit began to be devoted to 
tha crj^iornent of tolotyi» ccxaaaaicatioas# .loida &oa that 253.0-19 
A«*V & *• Oreapany oaohino that X Pernod you a £ott ninutes ago* thie ma 
to s first of toe teletype cipher attcahnonta developed for security 
. purpososo It uao on izmai&on of Colonel Farkei i&tt* x ho retired 25 ? am 

i 

to© about 132$ and Joined tho IuterriatiOTal Telephone. and Telegraph 
C&apaiy* w hero ho devoted hiuoclf for too or throo years to producing 
' tola wa&'iijsa* Tnaro’s too internal aochanisa* It bad laying uhetiLs 

which affeeiod too five bauds rtgncoanting tho tcletj/po oiiaractoro* toesa 

* * » 1 

tftosla-vtOTO of (Uffcrential disasters# This ono lied 101 points* this oa 
- 39$ this ono 7h end oo on* d<zm f so tiist it lied en oatrcEOly long pariods 
but tlio locjto of too period* again* lil© “too birds Shat sin” in too 
" spring** 1 has little to do with too case* toe oadiino was put into toot 
' usage in too State Dcuartoast* Tfhich colled iyon too ¥fa** Iicpartaont to 
aalse a security evaluation* X was acsS&nod to too job* and had on 
totoroatins tins with this* too State Department put up a series of 
cteosogen* They wero steeped in at a aarbaln hour* about 10:00 o’clooh 
iii too naming* about 10:30* !i*. saloon* the chief of toe State Ecpariaonfc 
occsxsxlcatioca* called os and said* “too cochins la out of order* Jiaybe 
you can fi* it* 0 1 eaid* ”1*11 bo up there in a few cdnutoa* n Z oli>?3&. 
a piece of pqwr in c y pochofc* end hustled over to tho state Depcrtacnt* 
then in toe old ct&to* !ibr* and ‘iavy DuilcLng* Upon arrival* ScSson ttsa 
tpolegefcic* °S*a B 0 «y*“ lio said* “Z tried to catch you* but you lincl 

v. 

circa d/ loft* It»c narking again* oo 2 wn*t trouble you* 0 I said* '*1^ 



toe nary* Z have a question to ash about those aeneucoa* n ho iiaaodiately 
got suspicioLa poA cctod* “'..net do you vrjot w> isvwV 0 Ar*l Z ffitfUJ* 
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R !Iav9 you got too plain tcsrta to tlioso yescegoo hare? 1 * :to to hiaaolf 
cz&tf £r«a os and said, n «Jo-al, yea* 0 I &&A» "shero are thay? u Me said* 
H m that safe ovo? there.** Z oald, n ifoil, 1*11 sit here*. Eon go ever 
to the safe and dig out oeasage 7* 2 want to ask a question about 
it* n Vozy relizctantly ho got un, opened tho safe* pulled out ssSaSaga 
llo# 7* end* tzith his book to nc, tfK> cosssqo being held dcso to hia 
vesta said, *nshat Is It you want to frxsv?* X pulled out sy pious of 
paper, and I Bald, "vfel 1* does It aey ——7* and I rood bin tho uhole 
oeafsage* He atnost oat donn on the flpo? In e&toniohaonfc* That toss 
only 3$ ainutco or so after It had bean resolved* Tho ITT Cow&qy 
burned Its fingers m tills davaZopeont, gave up tho invootaenfc card never 
tried again* Z*ve told you about the A r $8 Coapasy studying nod inventing 

cipher saacSilaas* and tho IT&T Oxaparyj tho Autaatlft Electric Cocsxuy of 

■ 

Chicago* and tho IEI Cctopery uloo tried their hands at It and failed* 

i 

The basic reason for theso failures is iJiat without first -ainas ciyptr* 

■ 

ons&ytic guidance nobody can invent a cryptographic oschino that is 
going to stand up teda? organisKsd attack ty csypbonaiycto tdth tho proper 

**kHOST hCafe* 

Ihis is Converter L~ 202 , \£iioh ua adojrbodj it tma a Swedish invention 
err! is pretty c&» 4 « 2 t was the cnOty tiling to cawo across in l&Q suitable 
for our use in toe field* Koro ere laying wheels* ilcr© is a barrel of 
actable staves, which oro affected by tho laying Wl'.oela; the staves, as 
they mervo to tho loft, and in mt&e? £mn 0 to 2 ^, effect a print wheel, 
and there is the tape* & wy neat g.iijci but a bit ales end not too 
ncoMF -3 risen you have two or acre passages in tho cane setting* 
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mists tho root of the tiao X would like to devote to & brief 



discussion of cryntenalytic ^idsetey# Biis , to ry taos /lodge, is & 
picture of the first crypiaiialytlc aid, sonothing X sot up at 

Eivorijcrfi: wey bad: in 1916, 1 think it wen: a pair of "loos plates 

% " 

guides osr grooves in uhich clnhabofc strips could be slid up and dosn 

’ ' " . 

, in order to align letters and study then, for various purposes# I don’t 

. * 

. rojaeabOT new tfiy X pub doun on it H 5ho U. S* 73ar Collcco. 0 X had no 
relations with thoa, bub it vjes nico to hand then & present, co X did 
that# X node those strips with ray ovn hands* Biis v/as a wheat with 
rubber letters tljat X could arrange in oiy order X pleased to nako up 

i ■, 

' * , . - 

- alphabets# Shore’s another view of tho thing, and hero’s & Thole bunch 
of the a pet togoteor, for whatever purposes necooaaiy* 

Mow* frosa that early start have coco a groat nary vesy interesting 

r 

dovdopLionte# Kero is a picture of a nceto dated October 30, 193k* which 
X cent to Captain King and ifajor AJdn, now Chief Signal Officer, and in 
which X sade cono renarks# You con see evidences of tears or ncybc tfrqxs 
of blood on this tiling* X was asking for & little bit of nonqy to get . 

. pqaa IK! li&chines* X said, "Plcaoo do your utmost to pub this across for 
e®. If you d Os' we can really begin to do nortfagiilo czyptannlytio VTc:k. H 
Well, tho plea was 3U3 cossful - we got it* ilero’B a picture of pert of 

r v 

too contract, you see, dated the 12th of Ucvccibcr* It took only a month. 

And hero is vfiafc we wore Getting, and sea these prices* When X third; of 
tho nUliona of dollars iriiich tho Arty’s Signal Intelligence Sorvico s* ; «nt 
during 'Jorld War IX on tills sort of tiling, X an saanod that fpea audi 
lcr.Tly beginnings should have ccao that groat catabiiaJiiiasxi of ISM apparatus* 

This is a roon, Just one wing of several in our headquarters during the 
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wnrj Tjith tabulating nacfcincs, hero, just cm after the other I&I 
aaehinos, cither standi or aodifiei fer cpocial jobs*- 

You knew the picisro the average person has of c rayptanalyst# 

. He’s a lor^iair*- Ho tjocs*o tilled spoctaolosj has Ions fhlolsanr isith 

anxSaa in then and so on} Imj 300s into a huddle vith hiasslf and 

% 



pretty scon ho cccios up nlth an answer* tttU, that’s far £roa tho 

■* 

picture 1*1000 days* Cbyptoialysio and ooanunioatiooa intelligence is 



"bis business* no?, and 1 want to 1 soy a word or two about that aspect 






of the sdhjsct*|tt^jt3na2orsi3 of sodern^yoteas has boco facilitated, 
if cot wade possible, ty the uac and application of special (»ratanafytic 

ja«^t?i.cw-c ^ — o*h«. 4fv^A_ 

aids, inc3L\xl.1ng the use of hifib speed .aachinogy / g£-ifca» Sypo - g&o i uBPci . 1 
Orl W^*xA>j Sfejg, uub/OJLuieo 8 



fcssss* Sons aro standard esnehinoa, but aoEiily dovioo cad use 



nodi?icatioi» of 



hStteSd Kbps hqporton&ly.TO have recently 
- ' * A. - 40 - *. - G 



cans into tha invention, dovclopaast, and production of 




csyptraadytS A gadget ay# At this point Z rwsrb take a fts? assents to 



darifV tha picture said in BiiJplo language tell you That cud? gadgeta 

Yft&hA. 



do for us* 4 s 1 said befbrs, the.nuabsr of peraufcatiens and coilainatdQnc 



. affcixlcd ty a cayptosyctcn per go isn’t too clgnif icaiitj ;Dt»e ldiat they 

ot_ jUuc-»Cc^. fr^j. ; 

oodsm cgyyicne2y^ik.tdjat you nro 151 cgaLnct are ca^sles ■ 



siiJiyL / i^fer 

c^taystcos vtfuch fer their solution, f.ve making cf y 



a great nraltiplieity of hypotheses each of width Rust bo tooted out, one 
after the oteter, until you find tho correct one* She job of the csyptr* 



aralyefc io to devise short cuts for tooting tho i£*poii«Xtf>5i chert cuto - 

AjhsL S&eb^^&AlAoJL M-Vfi'Cr’uCS'S Wulvw'l® 

often bssod upon tho use of otuUotic^i*clutivo te froqucsvoicA* Oqcq 

CV *** V j 
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having devised tlie proper test as* testa fur each hypotfrooip* cr for 

C<(ruAA 

ocvereJL ccx^current hypotheses* tmaan labor be cat to warSs ncuSr^ 

the EdJLHona of testa In order to find t i® correct hypothesis or to 

mhJL* 

cast out the vast rsajerity of incorrect onos T vr.icn tost i® ax# 14* 



catodj or lengthy* it is obvious that you* d liwro to have* os WX$*wi w . 

jipfvwet- 

pay* factorial n Chi isaacn to do tho job* or elsa th© job would toko bms^ 

But it is our aaporlcnco that over/ test Tduch can bo actio by hand can 

be aochantsorl* and it is further our c^xarionco that in cost cases it is 

practicable to build oadiincs tiiich -sill nobs the testa* X don’t liave to 

toll you that amines don’t tire go rapidly ee huaans* they don’t need 

eoxki sloop* or tine out for Koala* or Sot* recreation or for ouch things os 

shopping* lovo~oal'dn3 ? etc* — in short* too care end feeding ff of a&ehinos *' 

is a relatively ranch core sinplo cottar than too r caro end feeding of 

hunan beings*" So* wa have cryptanalysts who device tho teste; then bo 

have cryptGnnjytio ongineors tho cechaniso tho testa* dordoe* invent* 

dovolcp* end produce tho eac* linns to parfbm the tests at hi^i speedy 
4 d +© 

tbpn \» ivavo^iJitariamo engineers) keep the naahinee in good working 
cretorj c&yptanolytio csslefcsxto t£u> wsscatos tho output of 

tho aacblany/cnd rtio arc usually cblo to take tho correct hypothesis or 
fen correct ones and go on with then to tho final stage vj^ksto a toy la 

|J«*r &-WM. 

rocovcrod^ v& as/ hava athar sachinca tfiiioh apply tho rocovccrod hc/3 
to npedfie ucaoegos and produce tiio plain tesita froa thoew Bid) in ell 

CO^*. AjO 5Vk3. '^‘•*'*4,* i6v*«j - 

theca atmSf let no a&cssise* the raohincs^ofly p^ap3*'“at a high rato 
of spa&l* pi’ocosaoo which the hunan bruin and bend con perfora but only 
at a mob slower mto,# these naoninoa don’t* they can’t* ro p lcas tho 
thinking proccaooa irwolvod in cxyptanoSysis* 



^ '**T1 =-£■ ■*• 
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Hew* I rant to she*? you uhat sore of those aachiucs look like* 

Haro la A for docipJieriixj uesasses$ «a call 

A 

it sui "analog* 1 toes' lisa althov%£i it does uiiat th© o:xa:y»o exyptneyotea 

i 

■, does, asy re 3 nabienco toteKsn it and the eneay*a a&chin© is purely 

V 

ocrt«cldB»tfesl« 70 explain, I'll oay this a Jh a oypl^salytio proecssias 

oowtor, no tsy to duplicate with a few paoplo that thoussnc& of pccplo 

on tho cJiecgr aido cro doing* for it tokos thouoaixla of coidicra to 

. encipher and decipher tho stesssgas of tho nany fcocraquarters involved in 

intapoaosOTication* All t hes® ncsoagoo, ox 1 ' rcogt of them era intorcabiod, 

they all £los? into one place* and you can cn2y hove a certain iwsibor of 

people to process then* If you have tho key or keye, then it beccmcs 
■ 

. a prohlcn of produetion"lino decipherings so va dov iso cpecial aacisir«s© 

' to <Jcoi.ph.sr tho messages* Aa X said before* tho uacbinajN^r not hsvo cry 

roooa&oncs Tdu&ooavca* to tho cncsy*a cryptographic caicfcinaijbut^^^ 

duplicate^ vfhat their ciachiaa^doas* end does co at a liifjti rate of speed* 

Horses a picture of trnch a device. In this next slide you see a tabulates 1 , 

a standard tabulator with a special attachment devised by our om engine oro 

susceptible of tiurfc wo call dtw&g "brute force" operations 9 vAicro you ere 
• \ 

trains to solve a tains on tho taoiu of repetitions which cro few cr4 
scattered over a lares volume of asesuges* 7'ell, if yuu*VD got ailliona 
and alllions cf letters, ^tho location of those repetitlono ic a pretty 
laborious tiiing if you have to do it by hand, so m epoed the eocuxh up* 

A csutidxn of this kind will locate ttooo repetitions in, say, one-tao* 
thousandth of tho tim that it would tek© to do it ly hanio iicro is n 
specialised aachiim, again a tabulator, with an attachment, hero, that is 
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